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Abstract 
Background: The integration of the Internet of Things (IoT) and Blockchain (BC) in healthcare has been transformative, particularly for 

managing Electronic Health Records (EHRs). IoT devices, including wearable sensors, generate vast amounts of personal health data, while 
BC ensures secure, immutable, and efficient data management. However, security, privacy, and interoperability challenges continue to hinder 

their widespread adoption. 

Aim: This paper aims to provide an updated review on integrating IoT and BC for medical records, with a focus on addressing security 
concerns, improving interoperability, and developing efficient frameworks for healthcare applications. The present study aims to evaluate the 

role of blockchain technology in the diagnosis and monitoring chronic diseases. Diabetes was evaluated using biochemical Markers.  

Methods: A systematic review of existing literature on IoT, BC, and EHR systems was conducted. The study analyzed the security risks of 
IoT integration into healthcare, reviewed the potential of BC in mitigating these risks, and proposed a novel BC-based IoT-EHR framework. 

Results: The review found that while IoT devices enhance patient monitoring and data collection, they introduce significant privacy and 

security vulnerabilities. BC’s tamper-proof and decentralized structure offers an ideal solution for securing EHRs generated by IoT devices. 
However, the computational constraints of IoT devices and the complexity of BC consensus mechanisms present challenges. The paper 

proposes a BC-based IoT-EHR framework that addresses these limitations while ensuring secure data storage, transaction integrity, and 

compliance with regulations like HIPAA and GDPR. Blockchain technologies have a great role in chronic diseases diagnosis and 
management.  

Conclusion: The integration of IoT and BC holds promise for transforming healthcare data management. Despite challenges related to 

computational power and interoperability, BC can significantly enhance the security and privacy of IoT-enabled EHR systems, ensuring safe 
and efficient healthcare delivery. 

Key Words: Internet of Things (IoT), Blockchain (BC), Electronic Health Records (EHR), Security, Diagnosis, Privacy, Healthcare, 

Interoperability, Consensus Mechanisms, and Framework. 
. 

1. Introduction 

The Internet of Things (IoT) is a concept that 

promotes the interconnection of various devices to the 

internet. It encompasses the use of software, sensors, 

actuators, and connectors that enable the connection, data 

collection, and data transmission among vehicles, home 

appliances, and other devices embedded with electronic 

systems [1]. In parallel, blockchain (BC) technology 

focuses on ensuring infrastructure reliability, immutability, 

and trustworthiness. BC operates as a distributed database 

characterized by its encrypted ledger, comprising a chain of 

blocks that record validated transactions. Each block is 

cryptographically linked to its predecessor, contains 

transaction data, and is assigned a consolidated hash code. 

Upon the completion of a transaction, a new block is 

appended to the chain, thereby continuously expanding the 

BC [2]. 

The healthcare sector, particularly electronic 

health records (EHRs), has also been significantly 

influenced by IoT and BC technologies. Managing and 

utilizing the vast amounts of personal health data generated 

through routine healthcare operations remains a challenge. 

Wearable devices and other monitoring tools produce 

extensive health-related data, much of which is 

inaccessible, non-standardized, and difficult to exchange or 

interpret across systems. The integration of IoT and BC 

technologies has propelled exponential growth within 

healthcare, enabling advancements in data handling and 

operational efficiency. However, the increasing use of IoT 

devices introduces heightened security and privacy 

concerns, and research uniting these technologies remains 

limited [3][4]. Security risks in the healthcare industry, 

particularly with IoT integration, require targeted attention. 

For instance, a study [5] reviewed IoT-based healthcare 

systems and application areas, emphasizing the 

heterogeneity of IoT sensors and suggesting cloud 

architecture as a solution to interoperability issues. It also 

highlighted privacy vulnerabilities inherent to IoT and 

cloud systems. Further analysis [6] explored IoT 

applications in healthcare, revealing significant privacy and 
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security concerns. Cryptographic mechanisms for securing 

IoT systems were also evaluated, but challenges due to 

device heterogeneity were noted. Centralized cloud 

structures exacerbate these issues, as they are susceptible to 

various attacks [7]. Additional research [8] reviewed 

security standards such as the Health Insurance Portability 

and Accountability Act (HIPAA) and demonstrated the role 

of BC in addressing security and EHR standardization. 

Several studies have analyzed architectures for 

IoT-based healthcare, including cloud- and fog-based 

systems, highlighting challenges such as latency, fault 

tolerance, energy efficiency, security, and interoperability 

[9]. Resource constraints in IoT nodes limit the 

applicability of traditional cryptographic techniques, 

prompting a shift toward cloud-based structures for 

processing tasks. Nevertheless, the centralized nature of 

cloud systems introduces vulnerabilities to cyberattacks. 

Regulations like HIPAA and the General Data Protection 

Regulation (GDPR) demand robust compliance 

mechanisms, as non-adherence incurs significant penalties 

[10][11]. Managing identity and granting user control over 

data within conventional centralized frameworks remains a 

challenge [12]. Blockchain technology offers 

transformative potential in healthcare by providing a peer-

to-peer system with global consensus, ensuring that 

validated transactions remain immutable. BC’s intrinsic 

properties—such as tamper-proofing, traceability, security, 

and anonymity—make it a robust solution for healthcare 

applications. However, its computationally intensive 

operations pose limitations when applied to resource-

constrained IoT devices [13][14]. Studies suggest that BC 

encryption can enhance healthcare communication 

networks, connecting various stakeholders while ensuring 

data accuracy and immutability. Yet, the computational 

demands of BC consensus mechanisms remain a challenge 

for IoT integration [15][16]. 

Recent research highlights BC's capacity to 

address security challenges in IoT-EHR frameworks, 

emphasizing the need for tailored solutions to meet 

healthcare's unique demands. The primary contribution of 

this paper is the proposal of a BC-based IoT-EHR 

framework designed to provide secure and interoperable 

health record storage. This framework supports efficient 

data transactions and storage while addressing IoT-specific 

limitations, such as energy and computational constraints. 

By reviewing existing BC consensus mechanisms and their 

suitability for IoT-EHR systems, this study identifies 

optimal approaches for enhancing security and 

functionality in healthcare [17][18][19]. A systematic 

review of related works underscores the gaps in current 

research, particularly concerning consensus mechanisms 

for IoT-EHR systems. While several studies have explored 

BC's healthcare applications, they often fall short of 

addressing resource constraints in IoT environments or 

proposing comprehensive frameworks. This paper bridges 

this gap by analyzing prominent consensus mechanisms 

and introducing a novel BC-based IoT-EHR framework to 

advance secure and reliable healthcare data management. 

 
Figure 1: Structure of IoT-EHR system. 

Summary of Related Works 

Existing studies have explored various facets of 

BC and IoT applications in healthcare. For example, 

research [5] reviewed IoT healthcare systems, focusing on 

EHR and sensor integration challenges. Another study 

highlighted IoT's security and privacy concerns, proposing 

cryptographic solutions despite device heterogeneity 

limitations. Similarly, [8] examined security standards like 

HIPAA and the implications for healthcare data 

management. However, none comprehensively reviewed 

BC consensus mechanisms for IoT-EHR integration, which 

is the core focus of this study. This paper distinguishes 

itself by presenting a tailored BC-based IoT-EHR 

framework that overcomes interoperability and resource 

constraints while ensuring secure, reliable, and compliant 

data management. It evaluates consensus mechanisms 

based on adaptability, energy efficiency, and e-health 

support, addressing critical gaps in existing literature and 

paving the way for future research in this domain. 

Electronic Health Record (EHR) System 

The Electronic Health Record (EHR) system 

serves as a repository of patients' electronic health 

information. A subset of this information, stored within the 

Personal Health Record (PHR), encompasses healthcare-

related data managed by patients themselves. This data is 

often obtained from wearable devices operated by patients, 

who may subsequently share it with healthcare providers. 

The fundamental goal of the EHR system is to enhance the 

security, privacy, and accessibility of stored data. It ensures 

that information is exchanged exclusively between 

authorized users, such as medical professionals, who are 

permitted access to facilitate accurate diagnoses [31,32]. 

EHR systems are invaluable for machine learning and data 

analysis due to their ability to store vast amounts of data, 

making them integral to research efforts aimed at predicting 

diseases like COVID-19. The integration of Internet of 

Things (IoT) devices and wearables significantly 

contributes to these systems by collecting and uploading 

essential data into EHR and PHR platforms. This 

integration supports the delivery of personalized healthcare 

services and continuous health monitoring, thereby 

improving overall healthcare outcomes [33]. 

Internet of Things (IoT) 

The healthcare sector has encountered numerous 

challenges in recent decades, primarily due to escalating 

healthcare costs, population growth, and a shortage of 

caregivers. These challenges were exacerbated during the 

global spread of COVID-19, which highlighted issues 

related to the exchange and management of medical data. A 
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healthcare system involves a complex network of hospital 

collaborations, advancements in medical diagnostics, 

coordination across medical institutions, and the collection 

of patient information, either directly or via interconnected 

devices and sensors. The Internet of Things (IoT) refers to 

a network of physical devices, objects, or individuals 

equipped with unique system identifiers (UIDs), enabling 

them to communicate and exchange data. IoT systems 

operate similarly to humans and computers on the internet, 

with devices being assigned internet protocol addresses to 

facilitate data transmission. The technology finds 

application across domains requiring data collection and 

sensing from diverse sources, demonstrating its versatility 

and transformative potential [8]. 

Security Challenges Related to IoT in EHR 

IoT devices face significant security challenges, 

particularly concerning end-to-end data protection across 

various domains. As IoT-enabled networking among 

appliances and devices is relatively novel, security 

measures are often absent from the initial design of these 

products. A notable vulnerability arises from the use of 

default or hardcoded passwords, which, despite periodic 

updates, remain susceptible to infiltration [34,35]. 

Additionally, IoT devices are constrained by limited 

computing capabilities, impeding the implementation of 

robust security protocols. Many IoT devices, such as 

temperature and humidity sensors, lack advanced 

encryption settings or other sophisticated security 

mechanisms. These devices typically do not receive 

security updates or patches throughout their operational 

lifecycle. From a manufacturer’s perspective, integrating 

advanced security features can increase production costs, 

delay development, and affect device functionality [36]. 

Most IoT devices currently utilize a server-client model, 

where authenticated devices connect to centralized cloud 

servers with extensive processing and storage capacities. 

This setup allows devices to communicate over the internet, 

regardless of proximity, but necessitates the establishment 

of numerous communication linkages and extensive device 

networking. These requirements significantly inflate costs 

for large-scale IoT networks. Furthermore, the reliance on 

centralized cloud servers introduces a vulnerability to 

single-point failures, highlighting the need for robust 

security measures to protect IoT nodes against physical 

tampering and data breaches. While various techniques 

exist to safeguard IoT devices, many are overly complex 

and incompatible with resource-constrained devices with 

limited computational power [37,38]. 

Blockchain (BC) 

Blockchain (BC) represents an immutable digital 

ledger that records data in a decentralized manner, 

eliminating the need for a trusted central authority. By 

enabling secure engagement among entities, BC maintains 

an ever-expanding set of interconnected data blocks. These 

blocks, accepted through cryptographic protocols, are 

linked to previous and subsequent blocks, forming a 

continuous chain. Participating entities can read, write, and 

protect these data blocks from tampering using consensus 

mechanisms [39]. This structure supports decentralized 

data management and transactions [40,41]. BC also 

facilitates self-executing smart contracts, reducing reliance 

on centralized authorities. Among the platforms leveraging 

BC for smart contracts, Ethereum stands out as the most 

prominent [32]. In the context of EHR applications, BC 

requires specific features, which are crucial for ensuring 

security and functionality [42]. 

Types of Blockchain 

Blockchain is categorized into three main types based on its 

consensus mechanisms: 

 Public BC: This type allows unrestricted 

participation in the BC network. Participants can 

freely join or leave, function as miners, or operate 

as standard BC nodes without requiring 

authorization. All participants enjoy equal access, 

and incentives are provided to encourage active 

engagement. 

 Consortium BC: This form restricts governance 

and consensus mechanisms to a select group of 

nodes, offering controlled participation. 

 Private BC: Managed and administered by a 

specific entity, private BCs require users to 

obtain authorization from relevant authorities to 

participate. Transactions are confidential and are 

not disclosed to the public. Furthermore, private 

BCs typically have faster block generation rates 

and can process more transactions compared to 

public or consortium BCs. 

 
Figure 2: Characteristics of Blockchain.  

 

Blockchain and IoT in EHR 

The Internet of Things (IoT) enables seamless 

connectivity among devices using the internet. Through 

integrated electronics, hardware inputs, and internet 

connectivity, IoT devices can interact, allowing remote 

monitoring and control [44]. BC complements IoT by 

providing a secure and reliable framework for the stringent 

requirements of IoT networks in the following ways: 
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1. Secure Communication: BC offers a robust 

platform for secure communication between all 

connected devices. 

2. Network Security: It ensures the protection of 

data stored within IoT systems against potential 

cyber threats. 

Benefits of BC and IoT Integration in EHR 

The integration of BC and IoT within EHR 

systems delivers multiple advantages, outlined as follows: 

 Privacy and Anonymity: BC utilizes public-key 

cryptography to maintain anonymity. Digital 

identities specific to transactions conceal the 

actual identities involved in IoT applications that 

manage sensitive data [44]. 

 Smart Contracts: These self-executing contracts 

are automatically triggered once predefined 

conditions are met. For instance, Ethereum-based 

BC can facilitate payments upon the delivery of 

specific products or services [45]. 

 Auditability: BC ensures comprehensive audit 

logs, recording who accessed what information, 

through which system, and for what purpose. 

Time-stamping all operations across the data 

lifecycle further strengthens security and 

accountability [46,47]. 

 Trustworthiness: By enabling data sharing 

across IoT infrastructures under multiple 

organizations, BC enhances trust, thereby 

improving the quality of services provided by 

these organizations [48,49]. 

Security Features 

 Privacy: BC limits access to authenticated 

members only, ensuring confidentiality. 

Combining BC with other cryptographic 

mechanisms further enhances privacy [50]. 

 Integrity: Data recorded on BC cannot be altered 

by unauthorized entities, guaranteeing its 

accuracy during transmission. 

 Availability: Information access is restricted to 

legitimate users, ensuring consistent availability 

while preventing unwarranted denial of 

resources. 

 Accountability: All entities involved are 

monitored, audited, and held accountable for their 

actions. 

DDoS Mitigation 

BC, in conjunction with smart contracts, can 

create collaborative frameworks to detect and mitigate 

Distributed Denial of Service (DDoS) attacks. Transactions 

powered by BC make it nearly impossible for attackers to 

launch malware or use IoT devices as botnets for DDoS 

attacks. Additionally, stringent monitoring of outgoing 

traffic prevents DDoS messages from propagating through 

IoT networks [42]. 

Blockchain Application in IoT-Based EHR 

Blockchain (BC) has been effectively integrated 

into Internet of Things (IoT)-enabled Electronic Health 

Records (EHR) systems to ensure secure communication 

and storage of health records generated by IoT sensors. 

Numerous researchers have proposed BC frameworks for 

IoT-based EHR systems, with key contributions 

summarized below. These frameworks provide solutions 

for patient safety, data management, and secure data 

sharing. For instance, a BC-based storage system for data 

generated by IoT healthcare devices was introduced by 

[51], incorporating a virtual patient agent (PA) to outline 

BC capabilities. 

In [51], a consortium BC framework was 

suggested, wherein data blocks are verified by a group head 

before being added to the chain. Data are stored off-chain 

in cloud storage, enabling efficient management and 

analysis of Internet of Medical Things (IoMT) data. A 

private BC framework was proposed by [52], focusing on 

secure on-chain storage within hospitals. This approach 

utilizes advanced hashing technologies to encrypt 

confidential patient information during transactions, 

ensuring data security and reliability. The use of Ethereum-

based BC frameworks is notable in several studies. In [53], 

a private Ethereum-based BC platform was developed for 

IoMT data management, storing health records off-chain on 

external servers. Smart contracts control data access for 

participants such as patients, clinics, and research 

institutions. Similarly, [54] proposed a public Ethereum BC 

system that integrates InterPlanetary File System (IPFS) for 

off-chain data storage, facilitating secure communication 

between patients and healthcare providers. In [55], a private 

Ethereum BC was employed with a proof-of-medical-stake 

consensus mechanism, using IPFS to manage access 

control for IoMT applications. Further advancements 

include a Hyperledger Fabric BC system proposed by [56], 

designed for remote health monitoring. This private BC 

system employs on-chain storage and validates transactions 

through smart contracts supporting Byzantine Fault 

Tolerance. In contrast, [57] introduced MedChain, a 

consortium-based BC platform addressing challenges in 

securely recording medical device-generated data blocks. 

MedChain ensures immutable storage of time-series 

medical data and supports efficient data sharing. 

In [58], a custom private BC platform for IoMT 

data analysis and remote patient monitoring was 

introduced. This system replaces traditional consensus 

mechanisms like proof-of-work with a cluster-head-based 

verification approach, ensuring efficient connectivity and 

data transmission. Similarly, [59] designed a cloud-based 

IoMT framework to monitor neurological disorders, 

integrating Ethereum BC to securely share and transfer data 

between healthcare providers and patients. The overarching 

benefits of these frameworks include enhanced privacy, 

reliable data sharing, and secure storage of critical medical 

information. For example, the integration of smart contracts 

in [54] and [55] ensures confidentiality and precise access 

control, while IPFS enables scalable storage solutions. 

Moreover, the adoption of private and consortium BC 

systems as seen in [53], [57], and [58] highlights the 

importance of tailored blockchain architectures in 

addressing specific IoMT and EHR requirements. 

Collectively, these studies underscore the potential of 

blockchain technology to revolutionize IoT-based 

healthcare systems by ensuring data security, fostering 

interoperability, and facilitating seamless management of 

EHRs. 

Comparative Analysis of Blockchain Consensus 

Mechanisms for IoT-Based EHR 

A consensus mechanism is a fundamental 

element in evaluating the efficiency of any blockchain 

(BC)-based system. Although numerous consensus 

mechanisms exist, their applicability to IoT-based 

Electronic Health Records (IoT-EHR) systems varies 

significantly due to differing resource requirements. This 
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section provides a comprehensive overview of key 

consensus algorithms suitable for IoT-EHR applications, 

highlighting their unique characteristics, adaptability, and 

relevance to e-healthcare services. Proof of Work (PoW) is 

a consensus algorithm that relies on solving 

computationally intensive cryptographic puzzles, making 

verification straightforward despite the complexity of 

solving the problem. Although PoW is widely adopted 

across platforms, its high resource requirements render it 

less practical for healthcare systems involving IoT devices 

[61]. Leased Proof of Stake (LPoS) addresses centralization 

issues in PoS by enabling low-balance nodes to lease 

contracts and share benefits, thereby improving e-health 

service quality [62]. Delegated Proof of Stake (DPoS), an 

evolution of PoS, allows network participants to elect 

delegates for block verification, making it highly applicable 

to electronic health scenarios requiring efficient verification 

processes [63]. 

Proof of Importance (PoI) extends PoS by 

incorporating node balance and credibility metrics, 

enhancing network efficiency. In healthcare, this 

mechanism can leverage healthcare professionals' 

credibility for informed patient decision-making [64]. 

Practical Byzantine Fault Tolerance (PBFT) involves 

collaboration among nodes to reach consensus, requiring 

two-thirds of nodes to agree. While its tolerance for 

malicious nodes is limited, it is suitable for healthcare 

applications due to its reliability in secure environments 

[65]. Proof of Activity (PoA) combines PoW and PoS, 

where transactions are verified through a dual-phase 

process. However, its lengthy delay makes it unsuitable for 

IoT and e-healthcare systems [66]. Delegated Byzantine 

Fault Tolerance (dBFT) refines PBFT by selecting 

representative nodes for consensus. Despite its potential, its 

application in IoT-based BC healthcare frameworks 

remains underexplored [67]. Proof of Capacity (PoC), an 

upgraded version of PoW, supports large data set recording 

but is inadequate for IoT due to its resource-intensive 

nature, though it may be applied to other health-specific 

programs [68]. 

Proof of Stake (PoS) is a widely adopted 

mechanism that randomly selects nodes for mining without 

relying on coin production rewards. Miners are 

compensated through transaction fees, making PoS a 

reliable and adaptable choice for healthcare systems [69]. 

Conversely, Proof of Burn (PoB) involves sending coins to 

irreversible addresses, making it more suitable for 

cryptocurrency systems. Its economic model and coin-

burning mechanism make it inappropriate for IoT and e-

healthcare applications [70]. Proof of Trust (PoT) offers 

equal participation opportunities in crowdsourcing 

activities, utilizing subjective logic algorithms, time 

stamps, and digital signatures to enhance block node 

unpredictability. PoT ensures validity, fairness, and 

security, making it a promising candidate for IoT-EHR 

systems [61,71]. Finally, Proof of Luck (PoL) executes 

real-time protocols for Gateway Agreement, providing data 

tolerance and encryption digests for input validation. PoL 

employs SHA-256 to generate replicated data digests, 

which are particularly useful for IoT-based healthcare 

systems [63,72]. In summary, the selection of an 

appropriate consensus mechanism for IoT-EHR systems 

depends on factors such as adaptability, accessibility, and 

energy efficiency. While mechanisms like PoS, PoI, and 

PoT show significant promise for e-healthcare applications, 

others like PoA and PoB remain less practical due to 

resource-intensive or economic constraints. Each 

mechanism must be evaluated within the context of specific 

healthcare requirements to ensure secure and efficient 

integration. 

Blockchain-Framework: 

The Blockchain-Based Framework for IoT-EHR 

is an innovative approach integrating blockchain 

technology with the Internet of Things (IoT) to enhance the 

electronic health record (EHR) system. This framework 

offers several advantages over traditional healthcare 

systems. It ensures the privacy and traceability of IoT-

based patient EHRs, safeguarding against data tampering or 

corruption. It enhances the security of EHR data and 

enables patients to grant or revoke permissions for data 

access. Moreover, the framework facilitates collaboration 

among healthcare organizations and pharmaceutical 

companies for clinical trials and drug development through 

a publicly accessible ledger database. Additionally, it 

reduces operational costs while improving interoperability, 

universal accessibility, and reliability. 

Framework Overview 

The proposed blockchain-based IoT-EHR framework 

integrates IoT devices into the EHR ecosystem. It can also 

be extended to unify other healthcare facilities requiring 

seamless integration of personal health records and patient 

monitoring. The framework comprises three main layers: 

1. EHR Layer: This layer serves as the healthcare 

provider interface, allowing various healthcare 

organizations to collaborate and share specific 

healthcare records irrespective of their storage 

types. 

2. Blockchain (BC) Layer: Acting as an 

intermediary, the BC layer translates records into 

a unified format using an interface. It 

incorporates components like smart contracts, 

storage policies, an EHR manager, a consensus 

mechanism, and IPFS storage. These elements 

facilitate processing and secure storage of records 

while ensuring interoperability. The PoT 

consensus mechanism validates new records 

before storing them on the blockchain, and smart 

contracts enable automated execution for 

transaction processing. 

3. IoT-Based Patient Monitoring Layer: Sensors 

monitor patient data, such as blood pressure, 

EMG, ECG, and glucose levels. This data is 

processed via the BC layer for storage. 

User Interface Layer: Users interact with the system 

through an interface that allows them to enter or view 

records in a standardized format, regardless of storage 

formats. 

Operational Workflow 

The system follows a structured process: 

 Healthcare providers maintain EHRs in 

heterogeneous formats, processed by the BC 

layer for interoperability and security. 

 The BC layer authenticates and verifies records 

before storage in EHR systems, ensuring no 

direct user access to EHRs. 

 IoT sensors collect patient data, which is 

transferred to the BC layer via an IoT server. This 

data is processed using smart contracts and stored 

securely. 

 Newly sensed data undergoes validation through 

a consensus mechanism and is stored in IPFS 
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storage. Older records are hashed and stored for 

immutability. 

 An identical EHR copy is stored in IPFS storage 

and EHR systems to enhance record 

interoperability. 

Algorithms for System Operations 

Three algorithms exemplify system functionality: 

1. Algorithm 1: Oxygen Saturation Analysis: 
This algorithm monitors oxygen saturation levels, 

triggering alerts if levels fall below 94%. 

2. Algorithm 2: Adding New EHRs: The 

algorithm outlines a mechanism for securely 

adding new EHR records to the blockchain using 

a suitable consensus mechanism like PoT. 

3. Algorithm 3: Viewing EHR Data: Depending 

on user roles (e.g., doctor or general user), this 

algorithm defines access levels for viewing 

patient EHRs. Doctors can access all attributes, 

whereas other users have restricted access. 

Security Analysis 

The framework leverages blockchain's inherent security 

features, addressing key aspects such as: 

1. Privacy: Blockchain’s decentralized nature and 

elliptic curve cryptography (ECC) protect against 

privacy breaches and man-in-the-middle attacks. 

Digital signatures and session keys ensure data 

confidentiality and patient identity verification. 

2. Data Integrity: Record integrity is maintained 

through hashing and validation via the consensus 

algorithm. Access control mechanisms verify 

user eligibility before granting record access. 

3. Availability and Defense Against DDoS 

Attacks: The framework mitigates DDoS attacks 

through node authentication and two-factor 

authentication mechanisms. Blockchain-based 

identity frameworks provide additional 

safeguards. 

4. Authentication and Access Control: Smart 

contracts ensure role-based access control. Re-

encryption keys linked to user credentials allow 

authorized entities to decrypt specific EHR data, 

maintaining robust access security. 

This blockchain-based IoT-EHR framework 

represents a transformative step in enhancing data privacy, 

security, and interoperability in healthcare systems, 

ensuring efficient and reliable management of electronic 

health records. 

Future Directions 

The implementation of blockchain (BC) 

technology in Internet of Things (IoT)-based electronic 

health records (EHRs) presents a range of challenges that 

warrant further exploration and research. 

 Resource Constraints: IoT systems often 

operate with limited memory and processing 

capabilities, posing significant challenges for 

blockchain integration. The computational 

demands associated with BC, especially for tasks 

like mining blocks, exceed the capacity of 

resource-constrained IoT devices. Addressing 

this disparity is critical for enabling effective 

deployment. 

 Bandwidth Limitations: Blockchain's 

decentralized architecture relies on collaboration 

among network nodes to verify transactions. 

However, the constrained bandwidth typical of 

IoT devices at the end-device layer can impede 

the functionality of BC-based applications. To 

ensure seamless operation, edge devices must be 

equipped to manage the heightened bandwidth 

demands of blockchain technology. 

 Connectivity Challenges: In blockchain 

ecosystems, all nodes must remain interconnected 

and adhere to predefined communication 

protocols. While this characteristic facilitates 

integration with IoT devices, it also introduces 

heightened vulnerability to security threats. 

Strengthening connectivity protocols is 

imperative to mitigate such risks. 

 Memory Limitations: The public blockchain 

technologies commonly employed involve 

transaction fees, which serve as incentives for 

peers engaged in block mining. However, the 

unique requirements of healthcare data—

characterized by regular analysis and storage—

introduce significant memory management 

challenges. The accumulation and storage of 

extensive health data across numerous patients 

could exacerbate memory constraints, 

necessitating innovative solutions. 

 Compliance with GDPR: The General Data 

Protection Regulation (GDPR) emphasizes the 

transparent acquisition, processing, and storage 

of personal data, enabling individuals to reclaim 

control over their information. Compliance with 

GDPR simplifies data protection measures and 

reduces costs for organizations. In healthcare, 

adherence to GDPR and the Health Insurance 

Portability and Accountability Act (HIPAA) is 

essential for minimizing privacy risks associated 

with patient data [73]. 

Continued research in these areas is crucial for overcoming 

the barriers to integrating blockchain into IoT-based EHRs 

while maintaining compliance with regulatory frameworks. 

IoT, Blockchain, and Chronic Diseases: 

Remote patient monitoring has emerged as one of 

the most prevalent uses of IoT devices in healthcare. These 

devices enable the automatic collection of health data such 

as heart rate, blood pressure, and body temperature from 

patients who are not physically present at healthcare 

facilities. This eliminates the need for patients to visit 

medical providers or manually measure and record their 

health metrics. Once collected, the data is transmitted to 

software platforms that both patients and healthcare 

professionals can access. Algorithms can analyze this data 

to generate alerts or recommend treatments. For instance, if 

an IoT sensor detects an abnormally low heart rate, it can 

trigger an alert to prompt timely intervention by healthcare 

providers. However, the major concern surrounding remote 

monitoring devices is safeguarding the sensitive data they 

collect, ensuring both their security and privacy. 

For individuals with diabetes, monitoring glucose 

levels has historically been a cumbersome process. Manual 

testing is not only inconvenient but also fails to capture 

continuous fluctuations in glucose levels, as it provides 

results at a single point in time. IoT-enabled glucose 

monitoring devices offer a solution by automatically 

tracking glucose levels continuously. This removes the 

need for manual record-keeping and helps detect abnormal 

glucose levels promptly. Alerts can be sent to patients, 

notifying them of critical changes, which ensures timely 
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intervention and better management of the condition. 

Monitoring heart rates, especially for patients with cardiac 

issues, has its own challenges. Traditional periodic checks 

are insufficient for detecting rapid or unexpected heart rate 

changes, and continuous monitoring in healthcare settings 

often requires patients to remain tethered to wired 

machines, limiting mobility. Modern IoT devices address 

these limitations by offering portable and wireless heart 

rate monitoring solutions that allow patients to move freely 

while being continuously observed. Although achieving 

perfect accuracy remains a challenge, most current devices 

provide highly reliable results, typically exceeding 90% 

accuracy. 

For patients with respiratory conditions like 

asthma or chronic obstructive pulmonary disease (COPD), 

sudden attacks can occur without warning. IoT-connected 

inhalers are designed to mitigate these risks by tracking the 

frequency of attacks and analyzing environmental data to 

identify potential triggers. These devices can also notify 

patients if they leave their inhalers behind, reducing the risk 

of experiencing an attack without access to necessary 

medication. Additionally, connected inhalers help ensure 

correct usage, alerting users if they administer the 

medication improperly. Continuous tracking of mood and 

depression symptoms has traditionally been challenging 

due to its subjective nature. While healthcare providers can 

inquire about a patient’s emotional state during visits, this 

method relies heavily on self-reporting, which may not 

always be accurate. IoT devices equipped with mood-

monitoring capabilities address this issue by analyzing 

physiological data such as heart rate and blood pressure to 

infer mental states. Advanced devices can even monitor eye 

movements for further insight. While these tools do not 

guarantee absolute accuracy in detecting mood changes or 

depression symptoms, they offer a valuable supplement to 

traditional mental health assessments. The integration of 

IoT in surgical procedures has paved the way for robotic-

assisted surgeries, which involve deploying small, internet-

connected robotic devices inside the human body. These 

robots enable surgeons to perform intricate and precise 

operations that might otherwise be challenging or 

impossible using only human hands. By enhancing surgical 

accuracy and control, IoT-driven robotic surgery represents 

a significant advancement in modern healthcare. 

Blockchain in the Diagnosis of Diabetes Using 

Biochemical Aspects 

Blockchain technology is revolutionizing 

healthcare systems, particularly in securely managing data 

for chronic diseases like diabetes. The diagnosis and 

monitoring of diabetes largely depend on critical 

biochemical markers such as blood glucose levels, glycated 

hemoglobin (HbA1c), insulin levels, and lipid profiles. 

These biochemical indicators are collected through 

advanced diagnostic tools, laboratories, and continuous 

glucose monitoring (CGM) devices. Blockchain plays a 

pivotal role in ensuring that these highly sensitive data 

points are securely stored, managed, and shared between 

patients, healthcare providers, and diagnostic centers. 

One of the primary benefits of blockchain 

technology in diabetes diagnosis is its ability to provide 

secure and tamper-proof storage for biochemical data. As 

IoT devices and diagnostic tools collect glucose and HbA1c 

measurements, blockchain can encrypt and store this data 

in decentralized ledgers. This ensures the integrity of the 

data, preventing unauthorized access or alterations. 

Healthcare providers can trust that the biochemical test 

results reflect accurate and unmodified information, which 

is essential  for reliable diabetes diagnosis and monitoring. 

Blockchain  also  enables  decentralized  and  transparent 

sharing  of  biochemical  data.  Traditionally,  fragmented 

healthcare  systems  can  hinder  efficient  communication 

between  laboratories,  clinics,  and  patients.  Blockchain 

addresses  this  challenge  by  providing  a  unified  platform 

where  biochemical  data,  including  glucose  and  insulin 

levels,  can  be  shared  securely  in  real  time.  Healthcare 

providers can access the patient’s biochemical history when 

authorized,  leading  to  faster  diagnosis  and  timely 

interventions. Patients also benefit from this system as they 

retain control over their health data, authorizing access only 

when necessary, which enhances privacy and trust. 

 Smart  contracts  further  enhance  the  role  of 

blockchain  in  diabetes  diagnosis  by  automating  specific 

processes based on predefined conditions. For example, if a 

patient’s  glucose  or  HbA1c  levels  surpass  a  particular 

threshold,  the  blockchain  system  can  automatically  notify 

healthcare  providers  or  recommend  follow-up  tests. This 

eliminates  manual  errors  and  ensures  that  patients  receive 

timely  care.  Additionally,  smart  contracts  can  link 

laboratory  results  to  treatment  plans,  creating  a  seamless 

process  for  managing  diabetes.  Moreover,  blockchain 

technology  supports  the  longitudinal  monitoring  of 

biochemical  data.  Diabetes  is  a  progressive  condition  that 

requires continuous monitoring to detect changes over time. 

By securely storing historical biochemical data, blockchain 

allows  healthcare  providers  to  track  trends  in  glucose 

levels,  HbA1c  readings,  and  lipid  profiles.  This  long-term 

visibility enables clinicians to identify early warning signs 

of  diabetes  or  monitor  the  effectiveness  of  treatment 

strategies, improving patient outcomes. 

 Figure 3: Diagnostic Biochemical Markers of Diabetes 

 Mellitus. 

 Beyond  diagnosis  and  monitoring,  blockchain 

facilitates research and predictive analytics in diabetes care. 

Aggregated  biochemical  data  stored  on  blockchain 

networks  can  be  anonymized  and  used  for  large-scale 

studies,  helping  researchers  identify  patterns  and 

correlations  between  biochemical  markers  and  diabetes 

risk.  Machine  learning  models  integrated  with  blockchain 

systems  can  analyze  this  data  to  predict  diabetes  onset  or 

progression,  enabling  more  proactive  care.  In  conclusion, 

blockchain  technology  offers  a  secure,  efficient,  and 

transparent  framework  for  managing  biochemical  data  in 

diabetes diagnosis and care. By addressing challenges such 

as  data  privacy,  interoperability,  and  accuracy,  blockchain 

ensures  that  healthcare  providers  can  make  informed 

decisions  based  on  reliable  biochemical  data.  This 

integration not only improves the diagnosis and monitoring 

of  diabetes  but  also  empowers  patients  to  take  control  of 
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their health information while contributing to 

advancements in diabetes research and predictive care. 

Conclusion: 

The integration of the Internet of Things (IoT) 

and Blockchain (BC) technologies in healthcare has 

introduced a paradigm shift in the way medical records and 

health information are managed. IoT-enabled devices such 

as wearable sensors play a pivotal role in capturing real-

time health data, which can be used for continuous 

monitoring and personalized care. However, the 

exponential growth of these devices has created substantial 

challenges in terms of data security, privacy, and 

interoperability. These challenges are amplified by the 

heterogeneity of IoT devices, which are often resource-

constrained and incapable of supporting traditional 

cryptographic mechanisms. Blockchain technology, with its 

decentralized and immutable nature, has emerged as a 

promising solution to address these challenges. By ensuring 

that medical records are tamper-proof and auditable, BC 

not only improves the security and privacy of health data 

but also enhances trust among various stakeholders, 

including patients, healthcare providers, and insurers. The 

use of BC’s consensus mechanisms provides a means to 

verify data integrity and ensures that all parties have access 

to accurate, up-to-date information. The proposed BC-

based IoT-EHR framework introduced in this study 

addresses the inherent limitations of both IoT and BC 

technologies. By optimizing the consensus mechanisms for 

energy efficiency and computational feasibility, this 

framework enhances the security of medical records while 

reducing the operational burden on IoT devices. 

Additionally, the framework supports compliance with 

regulatory standards like HIPAA and GDPR, ensuring that 

data management practices adhere to legal requirements. 

Despite the promising potential of this integration, several 

challenges remain. The computational demands of BC 

consensus mechanisms, particularly in resource-constrained 

IoT environments, require further optimization. Moreover, 

the interoperability between various IoT devices and BC 

platforms remains a critical issue, as seamless data 

exchange is essential for effective healthcare delivery. 

Further research is necessary to develop lightweight 

consensus protocols that are more suitable for IoT devices 

without compromising security or efficiency. In conclusion, 

the combination of IoT and Blockchain in healthcare 

systems offers significant benefits, especially in securing 

medical records and facilitating real-time data exchange. 

As technology continues to evolve, the integration of these 

technologies will undoubtedly play a pivotal role in shaping 

the future of healthcare by improving patient care, 

enhancing data privacy, and streamlining healthcare 

operations. However, continued efforts are needed to 

address the computational and interoperability challenges 

to unlock their full potential. 
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